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Cyber Interference 

JUL 31, 2018

NATO is concerned about cyber security in the Mediterranean region. In recent months, several 

electronic interferences have been detected, particularly GPS and AIS interference, as well as possible 

GPS jamming in the Eastern Mediterranean.

Additional reporting is requested by NATO Maritime Command in order to construct a comprehensive 

picture of this activity and thereby assess the impact in the maritime domain.

The NATO Shipping Centre remains the primary point of contact for merchant vessels and shipping 

companies.

Please use the link below or alternatively the forms can be sent to us either via email 

info@shipping.nato.int (mailto:info@shipping.nato.int) or by fax 

+44 (0) 1923 956 575 (https://shipping.nato.int/nsc/operations/merchant-shipping-reporting/mediterranean-reporting-scheme.aspx#)

Please report the following:

/1/ DTG (Date Time Group)/ Unit LAT/LONG position at reporting time

/2/ Track while observing interferences/ From LAT/LONG to LAT/LONG

/3/ Duration while observing interferences - start and end time

/4/ Interference type (systems affected and how?)

/5/ Assessed direction or coverage area of interference

/6/ Navigation - secondary modes of navigation usage and accuracy vs GPS systems

/7/ Communications systems affected
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/8/ Overall assessment of observations - provide free text comment on the event and any additional 

information that is considered interesting

https://shipping.nato.int/nsc/operations/merchant-shipping-reporting/mediterranean-reporting-

scheme.aspx (https://shipping.nato.int/nsc/operations/merchant-shipping-reporting/mediterranean-

reporting-scheme.aspx)
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